NHOOPMALIMOHHAA NMAMATKA /14 OBYHAIOLLMXCA AN PASMELLEHNA HA
OPULNATIBbHBIX UHTEPHET-PECYPCAX

C KaXXabIM rooM MOJOAEXM B MHTEPHETE CTAaHOBUTLCS 60Mblle, @ WKOMbHUKN O4HU U3
CaMbIX aKTUBHbIX Mosib30BaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOI0O KONMYECTBa
BO3MOXXHOCTEW, MHTEPHET HeceT 1 Npobnembl. ITa NamsTKa A0/HKHA NoMoYyb Tebe
6e30nacHoO HaxoaMTbCS B CETMW.

KoMnbloTepHble BUPYCbI

KOMMbIOTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHLIX MPOrpaMM, OTIMUYUTENbHOW
0COBEHHOCTBIO KOTOPOW SIBNSIETCS CMOCOBHOCTb K pa3MHOXEHMIO. B gononHeHme K
3TOMY, BUPYCbl MOTYT MNOBPEAUTb WU MOJTHOCTbIO YHUUTOXUTb BCE Dannbl U AaHHbIE,
NOAKOHTPOJIbHbIE MOMIb30BATEND, OT MMEHWN KOTOPOro bbina 3anyLleHa 3apaXxeHHas
NporpamMMa, a TakXxe noBpeanTb MU AaXKEe YHUUTOXUTb ONEpPaLMOHHYIO CUCTEMY CO
BCceMu arinamm B LieNoM. B 60NbLUIMHCTBE CllydaeB pacnpoCTPaHSIOTCS BUPYCbl Yepes
NHTEPHET.

MeToabl 3alWmTbl OT BPEAOHOCHBLIX MPOrpaMM:

1. Wcnonb3yn coBpeMeHHble onepaLMoHHbIE CUCTEMbI, UMEIOLLINE CEPLE3HbIN
YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX MPOrpaMm;

2. TocTosiHHO ycTaHaBnmBan natum (UndpoBble 3annaTku, KOTOPble aBTOMAaTUYECKM
yCTaHaB/MBAKOTCS C LENbio A0paboTKn NporpamMMbl) U Apyrue 06HOBNEHUSI CBOEN
ornepaLnoHHON cucTeMbl. CkaumBan UX TONbKO C 0ULIMANBHOIO canTa
pa3paboTumka OC. Ecnu cyllecTByeT peXxxmMm aBTOMaTU4eCcKoro 06HOBNEHuS,
BKJTHOUMN €ro;

3. PaboTal Ha CBOEM KOMMbIOTEPE MoA NpaBaMu NOSIb30BaTENS, @ He
aAMMHUCTPaTOpa. ITO He NO3BONUT BONBLUMHCTBY BPEAOHOCHLIX MPOrpaMm
WHCTaNNPOBaTbCS Ha TBOEM MEPCOHANIbHOM KOMIMbIOTEPE;

4. Wcnonb3yy aHTUBMPYCHbIE MPOrpaMMHbIE NPOAYKTbI U3BECTHbIX

npov3BoanTenen, C aBToMaTU4eckuM obHoBneHnem 6as;
OrpaHuyb HU3NYECKMIA AOCTYN K KOMMLIOTEPY ANS MOCTOPOHHUX NNLL;

6. Mcnonb3yi BHEWHWE HOCUTENWN MH(OPMaUMK, Takmne Kak (newka, AUCK Uam
ann n3 MHTepHeTa, TONbKO M3 NPOBEPEHHBIX MCTOYHMKOB;

7. He oTkpbiBalt KOMMNbIOTEPHbIE hai/ibl, MOTYYEHHbIE U3 HEHAAEXHBIX UCTOUYHMKOB.
[axe Te dannbl, KOTopble NpUCan TBON 3HAKOMbIW. JTyylle YTOYHU Y Hero,
OTNpaBNsn nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepefayn AaHHbIX, HE TEXHONOrus, a BCero nuwb 6peHsa, Mapka.
Ewe B 1991 roay HuaepnaHackas KomnaHus 3apermctpuposana 6pexHa "WECA", uto
obo3Hauano cnoeocoyeTaHue "Wireless Fidelity", koTopbii nepeBoanTCs Kak
"6ecnpoBogHast TOYHOCTL".

[1o Hallero BpeMeHu Aoluna apyrasi abbpeBuaTypa, KOTopas SIBNSETCS Takow e
TexHonoruen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe ObiNO 4AHO C HAMEKOM Ha
CTaHZApPT BbICLLEN 3BYKOBOW TeXHMKM Hi-Fi, 4TO B nepeBoae 03Ha4aeT "BbiCoKast
TOYHOCTbL".

[a, 6ecnnaTHbIi MHTEPHET-A0CTYN B Kade, OTeNsX U asponopTax SABASETCH OT/IMYHOM
BO3MOXHOCTbIO BbIXOAa B UHTEpHEeT. HoO MHOrne akcnepTbl CYMTAKOT, UTO
obwenoctynHole Wi-Fi ceTu He aBnsoTcs 6e30nacHbIMM.

CoseTbl N0 6e3onacHocTM paboTbl B 0bweaoctynHbix cetax Wi-fi:

1. He nepenaBait cBOlO NNYHYyI0 MHDOpMaLmto Yepe3 obuieaoctynHble Wi-Fi ceTw.
PaboTasi B HMX, XenaTesbHO He BBOAWUTb NAaponn AOCTYNa, NOrMHbI U Kakue-To
HOMepa;

ul



2. Wcnonb3yi 1 06HOBNAN aHTMBMPYCHbIE NPOrpaMMbl U 6paHaMayep. TeM cambiM
Tbl 06e30nacuiLb cebs OT 3aKayky BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonb3oBaHmun Wi-Fi oTkioum dyHkumio "O6wmin goctyn Kk dainam u
npuHTepam". [laHHas yHKUMS 3aKpbiTa MO YMOAYAHUIO, OQHAKO HEKOTOpbIEe
Nonb30BaTeNM aKTUBUPYIOT ee Ans yaobcTea UCnosb3oBaHus B pabote nnm
yuebe;

4. He ncnonb3yn nybnuunbin WI-FI anst nepeaayn NMYHbIX AaHHbIX, HanpuMep Ans
BbIXOZa B CcOUMAIbHbIE CETU WU B NIEKTPOHHYIO MOYTY;

5. Wcnonb3yin ToNbKO 3aluileHHoe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan nMeHHo "https://";

6. B MobunbHOM TenedoHe oTkoumn dyHkumo "MoakntodeHune K Wi-Fi
aBTOMaTMyeckun". He gonycka aBTOMaTUYECKOrO MOAK/IIOUYEHNS YCTPOUCTBA K
cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAST B Hally XXW3Hb, MHOIME Ntoan paboTatoT v XKUBYT
TaM NOCTOSAHHO. MHOrMe NonNb30BaTeNN He NOHMMAIOT, YTO MH(pOPMaUMs, pa3MeLLeHHas
MW B COLMANbHbIX CETSX, MOXET 6bITb HaAeHa N UCNOb30BaHa KEM YroAaHO, B TOM
yncne He obssaTtenbHO ¢ 61arMMn HaMepeHUsIMI.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLMAbHbIX CETAX:

1. OrpaHuyb CcnNnCcok apy3en. Y Tebsi B Apy3bsiX HE AO/MKHO ObiTb ClyYalHbIX U
He3HaKOMbIX Ntoaen;

2. 3awmuan CBo YacTHYH XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, aaty
TBOEro pOXAEHUS N APYrYIO0 NNYHYO MHMOPMALMIO. 3/10YMbILIEHHUKN MOFYT
MCNONb30BaThb Aa)Ke MH(OPMaLMIO O TOM, KaK Tbl U TBOW POAUTENN NNaHUpyeTe
NPOBECTU KaHWUKY/IbI;

3. 3awumuwan cBo penyTaumio - AEPXM ee B YACTOTe M 3aaaBai cebe Bonpoc:
xoTen 6bl Tbl, YTO6LI Apyrue Nosb30BaTeNy BUAENMU, YTO Tbl 3arpyKaeLlb?
Moayman, npexae YeM YTo-To onybsnMKoBaTb, HaNUCaTb U 3arpy3unThb;

4. Ecnv Tbl FOBOPULLb C NIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMOMNb3Y CBOE
peanibHOe UMS U APYryHo JINYHYIO MHhOPMaUMK: UMS, MECTO XUTENbCTBA, MeCcTo
yuebbl 1 npoyee;

5. W3beran pasmelleHus doTtorpaduii B UIHTEpHETE, rae Tbl N306paXxeH Ha
MECTHOCTW, MO KOTOPON MOXXHO ONpeaenuTb TBOE MECTOMOJIOXEHME;

6. lNpw perncrpaumm B couManbHON ceTn He0bX0ANMO MCMO/b30BaTh CIOXHbIE
naponu, cocrosiwne n3 6yks n undp 1 ¢ KONMYECTBOM 3HAKOB He MeHee §;

7. [nsa coumanbHOWM ceTun, NoYTbl U APYrMX CauToB HEOHX0AMMO MCNONb30BaTh
pa3Hble naponu. Toraa ecnm Tebs B3/1I0MatoT, TO 3M10YMbILWIEHHUKM MonyyaT
AOCTYN TOSIbKO K OAHOMY MEeCTY, a He BO BCe Cpas3y.

DNIEeKTPOHHbIE AEHbIMN

DNEKTPOHHbIE AEHBIM - 3TO OYeHb YA0OHbIN CNOCO6 NNaTeXxen, OAHaKO CYLUECTBYIOT
MOLLEHHWNKKN, KOTOPble XOTAT NONYYNTb 3TU AEHBIN.

DNEKTPOHHbIE AeHbIMM NOSBUNCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyaapcTeax A0 CMX MOpP HE NPOMMCAHO MPO HUX B 3aKOHax.

B Poccum e OHM (DYHKLUMOHUPYIOT M O HUX YXXe MPOMNncaHo B 3aKOHe, rae mx
pa3fenstoT Ha HEeCKObKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. Pa3Huua B TOM, YTO
AHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoanTb onepaunn 6e3
naeHTUdnKaumMm NonbL3oBaTens, a B HEAHOHUMHbIX MAEHTUMUKALNS NoNb30BaTeNs
SIBNSETCS 0693aTeNbHON.

Takke cnegyeT pa3nuyaTb 3/1EKTPOHHbIE hmaTHble AeHbrn (paBHbl FOCYAapCTBEHHbLIM
BasIl0TaM) U 3NeKTPOHHbIE HedmaTHbIe AeHbrn (HE paBHbl FOCYAapCTBEHHBIM BantOTaM).



OCHOBHbIE COBETbI N0 6e30nacHoOn paboTe C 3NEKTPOHHLIMU AEHbraMM:

1.

4.

MpuBSHXK K c4ETY MOBUNbHBIA TeNedoH. ITO caMblil YA0OHbIN U BbICTPbIN Crnocob
BOCCTAHOBWUTb AOCTYN K cYeTy. [puUBA3aHHbIN TenedoH NOMOXET, eCnn
3abyaellb CBOW NNaTeXHbIA Naposb UKW 3aiaellb Ha CauT C HE3HAKOMOIo
YCTPOWCTBa;

Mcnonb3yin ogHopa3osble naponu. MNocne nepexona Ha YCUEHHYO aBTOPU3aLMIO
Tebe yxe He byaeT yrpoXxaTb ONMacHOCTb KPaXXu UK NnepexeaTa NnaTeXxHoro
naponsi;

Bbibepy CnoXHbIi Naponb. MNpecTynHukam byaeT He NpoCTo yraaaTh CIOXHbIN
naponb. HageXxHble naponu - 3To Naposv, KOTOpble CoAepXaT He MeHee 8
3HAKOB M BK/OYAIOT B CeHS CTPOYUHbIE M NPOMUCHbIE BYKBbI, LMPbl U HECKOJBKO
CMMBOJIOB, TaKMe Kak 3HaK Aonnapa, dhyHTa, BOCKIMLATENbHbIA 3HaK U T.1.
Hanpumep, $tRONg!;;

He BBOAM CBOM NMYHbIE AaHHbIE Ha CaiiTax, KOTOPbIM He AOBEPSELLb.

DNIEeKTPOHHAsA noyTa

DNEeKTPOHHAs MoYTa - 3TO TEXHONOIMS 1 NPEAOCTaBISIEMbIE €10 YCIYrn N0 Nepechiike 1
NOSYYEHMIO SNTEKTPOHHbBIX COOBLLEHNIA, KOTOPbIE pacnpeaenstoTCs B KOMMNbIOTEPHOW
cet. OBbIYHO 3NIEKTPOHHBIN MOYTOBbLIN LMK BbIFNSAUT CNeayowmMm obpasom:
MMS$I_MNoNb30BaTENA@uUMA_AoMeHa. Takxxe KpoMe nepeaayy NpocToro TeKCTa, MMeeTCs
BO3MOXHOCTb NepeaaBaTb (ainbl.

OCHOBHbIE COBETbI N0 H6e30nacHon paboTe C 3N1EeKTPOHHON NOYTON:

1.

7.

8.

Hapno BbibpaTb NpaBusbHbIM NOYTOBLIA CEPBUC. B MHTEpHETE eCTb OrPOMHbIN
BbI6Op 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO NyYlle AOBEPATb TEM, KOro
3Ha€elLlb M KTO MEPBbLIN B PEUTUHTE;

He yka3sbiBail B IMYHOM MOYTE NIMYHYIO MHGpOpMauuto. Hanpumep, nydwe
BblOpaTb "My3blkanbHbIN_aHaT@" nnm "pok2013" BMecTo "Temal3";

Mcnonb3yn AByxaTanHyto aBTopM3aLmio. 3TO KOraa NOMUMO Naponst HYXHO
BBOAWUTb KO/, NpUCbINaembii no SMS;

Bblb6epy cnoxxHbIM Naponb. s KaXXaoro NoYToBOro silMKa AO/MKEH ObiTb CBOW
HaZAEXHbIN, YCTONYMBLIN K B3/IOMY Naposib;

Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMOMy CBOM JIMYHbIN BOMPOC, UCNOMb3YyN 3Ty
BO3MOXXHOCTb;

Mcnonb3yn HECKONBbKO MOYTOBbLIX AWMKOB. MepBbI AN YaCTHOM Nepenmncku ¢
agpecaTamu, KOTOpbIM Thbl AOBEpSiELlb. ITO 3/IEKTPOHHbLIN aapec He Haao
MCNONb30BaTb NPU perucTpaummn Ha popymax u camntax;

He oTkpbiBaW thaiinbl U Apyrne BNOXEHUS B MUCbMaX, AaXe €C/IN OHU NPULLAN OT
TBOWUX ApYy3en. Jlydlle yTOYHM Y HUX, OTAPaBASAAN N OHU Tebe 3T daiinbl;
Mocne okoHYaHMsl paboTbl HA NMOYTOBOM CEPBUCE Nepea 3aKpbITUEM BKIAAKM C
CalToOM He 3abyab HaxkaTb Ha "BbIiTi".

KnbepbynnuHr nnm snpTtyanbHoe n3gesaTenbCTBO

KnbepbynnuHr - npecnegoBaHme coobLieHnsiM1, CoaepKaliumMmm ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHCcTBo; CoumanbHoe 6OMKOTMPOBAHME C MOMOLLbIO
Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynNnHIroMm:

1.

2.

He 6pocavics B 60i1. Jlyuwumnin cnocob: nocoBeToBaThCs Kak cebst BECTU U, ecnn
HET TOro, K KOMy MOXXHO 06paTUTbLCS, TO BHaYane ycriokomTbcs. Ecnuv Thl
HaYHellb OTBeYaTb OCKOPONEHNAMM Ha OCKOPHBIEHNS, TO TONLKO eLle 6onblue
pa3oxoKeLlb KOHMINKT;

Ynpaensiii cBoew knbeppenyTaumen;



3. AHOHMMHOCTb B C€TU MHMMas. CyLecTBYIOT Crocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbBIM aKKAyHTOM;

4. He CTOWUT BECTU XY/IMraHCKUA 06pa3 BUPTyanbHOM XM3HWU. VIHTEpHET duKkcupyeT
BCE TBOW AEWCTBUSI M COXPAHSET UX. YAanuTb Ux byaeT KpaHe 3aTpyaHWUTENBLHO;

5. Cobntogan CBOIO BMPTYaNbHYHO YeCTb CMOMOAY;

6. WrHopupyi eamHnYHbIn Heratu. OHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS
nyyuwe urHopnpoBaTb. OBbIYHO arpeccusi NPeKpPaLLAeTCsl Ha Ha4YabHOW CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMW COOBLLEHUSMN, B
CouManbHbIX CETSX €CTb BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKM COOBLLEHWI C
onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnmHra. TBom AENCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb EMY, YTO €ro AENCTBUS OLIEHMBAIOTCS HEraTUBHO,
noaaepXkaTb XepPTBY, KOTOPOWN Hy>Ha NCMxosiormyeckasl MoMoLLb, coobwmnTb
B3POC/IbIM O (haKTe arpecCMBHOrO NOBEAEHUS B CETMU.

MobunbHbI TenedoH

CoBpeMeHHble CMapTdOHbI U NaHLETbLI coaepXaT B cebe BnonHe B3poC/biii
(PyHKUMOHaN, n Tenepb OHW MOrYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMM.
OpHako, CpeacTB 3allnTbl AN NOA0OHbIX YCTPOMCTB NOKa OYeHb Mano. TecTupoBaHue u
MOWUCK YSI3BUMOCTEW B HUX MPOUCXOAMT He TaK MHTEHCMBHO, Kak ans MK, To xe camoe
KacaeTcsl U1 MOBUITbHBIX MPUTOXKEHWUI.

CoBpeMeHHble MobunbHble Bpay3epbl YXXe NMpakTUYecKn AOorHaam HacTosbHble aHanorm,
OZHaKO paclmpeHune yHKUMOHana BreYyeT 3a coboin 60sbLYIO0 CNOXHOCTb Y MEHbLLYHO
3aLUMLLEHHOCTD.

[laneko He BCe NpOU3BOAUTENMN BbIMyCKaOT 0OHOBMIEHUS], 3aKpbiBatoLLME KpUTUYeCcKue
YSI3BUMOCTW A7 CBOMX YCTPOWCTB.

OcHoOBHble coBeTbl Ans 6e30nacHOCTN MOBbuNbHOro TenedoHa:

Huuero He aBnsieTcs no-HacTosiweMy b6ecnnatHbIM. Byab OCTOpOXeH, Bedb koraa Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOIyT ObITb CKPbITbl KakMe-TO MaaTHble
ycnyru;

[yman, npexxae yem otnpaBuTb SMS, ¢oTo unm Bnaeo. Tbl TOYHO 3HaElb, rAe OHU
6yayT B KOHEYHOM utore?

HeobxoanmMo 06HOBASATL ONepaLMoOHHYIO CUCTEMY TBOEro CMapT¢OHa;

Mcnonb3yn aHTMBMPYCHbIE NpOrpaMMbl 4151 MOBUNbHLIX TeNedOoHOB;

He 3arpyxait NnpunoXxxeHusi OT HEM3BECTHOIO UCTOYHMKA, BeAb OHN MOMYT COAEpXaTb
BpeAOHOCHOe nporpaMMHoe obecneyeHue;

Mocne Toro Kak Tbl BblMAELWb C CaiTa, rae BBOAMN JIMYHYKO MHDOPMaUMIO, 3anau B
HacTpolku 6pay3epa v yaanu cookies;

Meproanyeckn NpoBepsiv, Kakne nNnaTHbIE YCyrn akTUBMPOBaHblI HA TBOEM HOMEPE;
[laBain cBov HOMEp MObUbHOMO TenedoHa TONbKO NOASM, KOTOPbIX Thl 3HAELb U KOMY
[oBepsieLlb;

Bluetooth nomkeH 6bITb BbIKNOYEH, KOTAA Thl UM HE NoMb3yellbcst. He 3abbiBalt Horaa
NpoBepsATb 3TO.

Online urpbl

CoBpeMeHHbIE OHMANH-UIPbl - 3TO KPaCOYHble, 3aXBaTbIBalOLLME Pa3B/IEYEHUS,
06beanHAOLWME COTHM ThICSY YeoBEK No BCeMy MUpy. Mrpokun nccneaytoT AaHHbIN UM
MUp, 06LAlOTCS ApYr C APYroM, BbIMOMHSOT 3a4aHusl, CPaXkatoTCsl C MOHCTpaMu M
Noy4atoT OMbIT. 3@ YAOBOIbCTBME OHM NAATAT: MNOKYNaT AMCK, OM/lavymBaoT
aboHeMeHT unun npuobpeTaloT Kakue-To onuuu.


https://сайтобразования.рф/

Bce 3Tn cpeacTBa nayT Ha NOAAEPXKAHME U Pa3BUTUE UMPbl, @ TakXke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI @aBTOPU3aLNK, BbIMYCKAOTCS HOBblE MaTym
(umdbpoBseble 3annaTku 4ns NporpamMM), 3aKpbiBaOTCA YS3BMMOCTU CEpBEPOB.

B noaobHbIX Urpax CTouUT ornacaTbCs He CTOMbKO CBOMX COMEPHUKOB, CKOSTIbKO KPaXku
TBOEro Maposisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopm3aumm 60AbWINMHCTBA Urp.
OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEro UrPOBOr0 akKayHTa:

1. Ecnu apyrovi urpok BefeT cebst Noxo unm cosgaeT Tebe HeNpUSITHOCTY,
3ab10KMpyM €ro B CrMcKe UrpoKoB;

2. Moxanynca agMMHUCTPaATOpPaM Urpbl Ha MNJIOX0E MOBEAEHME 3TOMO UrPoKa,

XenaTtenbHO NPUNoXNUTb KakMe-To AoKa3aTeNbCTBa B BUAE CKPUHOB;

He ykasbiBai NMyHy0 MHDOPMaumio B npodaiine urpbl;

YBaXxal Apyrmx y4acTHMKOB MO Urpe;

He yctaHaBnuBan HeodmumanbHble NaTym 1 MOAbI;

Mcnonb3yn CnoxHble U pasHble Naponu;

[laxke BO BpPeMS Urpbl HE CTOUT OTKJItOYaTb aHTUBUPYC. [oKa Tbl UrpaeLlb, TBOW
KOMMNbIOTEP MOryT 3apa3uTb.

OUWNHT UK KpaXka NNYHBIX AAHHbIX

O6bIYHOW KpaXeln AEHEr U JOKYMEHTOB CErOAHS YXK€ HUKOro He YAMBULLb, HO C
Pa3BUTUEM UHTEPHET-TEXHOMOMMIN 310YMbILLSIEHHUKM NEPEMECTU/IUCE B MHTEPHET, U
NPOAO/MKAOT 3aHNMMaTbCs "nobumbiM" aenom.

Tak nosiBMNacb HOBasi Yrpo3a: UHTEPHET-MOLIEHHMYECTBa UK ULINHE, rNaBHas uenb
KOTOPOro COCTOUT B MOMy4YeHUM KOHPUAEHUMANbHBIX AAHHBLIX NOMb30BaTENEN - TOTMHOB
n naponen. Ha aHrnuickoMm asbike phishing untaetcs kak duwmHr (ot fishing - pbibHas
noens, password - napornb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULLNHIOM:

1. Cneawm 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina
B3/10MaHa, T0 HeobxoanMo 3abnokMpoBaThb ee 1 coobLWUTbL aAMUHUCTpaTOpam
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Wcnonb3yi 6e3onacHble Be6-CalThl, B TOM YMCNE, UHTEPHET-MAra3uHoOB U
MOWCKOBbLIX CUCTEM;

3. Mcnonb3yi CnoxHble 1 pasHble Naponu. Taknm obpasomM, ecnmn Tebs B3noMatoT,
TO 3M10YMbILLAEHHMKM NOAYYaT AOCTYN TOMIbKO K OAHOMY TBOEMY MpOoduio B
CeTK, @ He KO BCeM;

4. Ecnu Tebs B3nomanu, To HeobxoauMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsiX, O TOM, UTO Tebs1 B3OMann 1, BO3SMOXHO,
OT TBOEro MMeHn ByaeT paccbinaTbCs CraM U CCbISIKM Ha (PULLMHIOBbIE CalTbl;

5. YctaHoBM HagexHbI naponb (PIN) Ha MOBuNbHbIA TenedoH;

6. OTKNOUKM CoXpaHeHue napons B bpay3epe;

7. He oTkpbiBan dannbl 1 Apyrue BROXEHMS B NUCbMax, AaXe €C/M OHW NPULLIAN OT
TBOWUX ApYy3en. Jlyylle YTOUYHU Y HUX, OTNPaBASAN M OHM Tebe 3Tn dhainbl.

Lindposas penyTtaums

Lincdposas penytaums - 3To HeraTMBHas UM NO3UTMBHas MHMOpMauUms B ceTu o Tebe.
KomnpomeTupytowas nHdopmaums, pasMeLleHHas B UHTEPHETE, MOXET CEPbE3HbIM
06pa3oM 0Tpa3nTbCs Ha TBOEW peanbHON »xusHu. "Lindposas penyTaums” - 3To TBOW
UMUIXK, KOTOPbIM hopMmnpyeTcst U3 MHGopMauum o Tebe B UHTEPHETE.

TBOE MEeCTO XUTeNnbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXKEHME, 0COBEHHOCTH
XapakTepa 1 pacckasbl 0 65IM3KNX - BCe 3TO HaKanIMBaeTCs B CETWU.

MHorne NoApOCTKN NErKOMbBICIIEHHO OTHOCSATCS K Nybnunkaumm nMYHoM MHdopMaummn B
NHTepHeTe, He NOHMMas BO3MOXHbIX MNOCNEACTBUIA. Thbl AaXe HE CMOXELLb A0rafaThCsl
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0 TOM, YTO hoTOorpadusi, pa3MelleHHast 5 neT Ha3aa, CTana NPUYNHON OTKa3a NPUHATH
Tebs Ha paboTy.
KoMMeHTapun, pa3MmelleHre TBoux (oTtorpaduii n gpyrue encTems MOryT He
NCYE3HYTb AaXKe Nocse TOro, Kak Tbl MX yAanuwb. Tbl HE 3HAELWb, KTO COXpPaHW 3Ty
nHGOpPMaLMIO, Nonana i OHa B NOMCKOBbIE CUCTEMbI M COXPaHMNACh /N OHa, a
FMaBHOE: YTO NoAyMaloT 0 Tebe oKpyXKatoLmne Noamn, KOTopble HaUAYT U YBUAST 3TO.
HalTy nHdopMaLmio MHOMO NIET CNYCTS CMOXET JIH060N - Kak M3 A06pbIX NOBYXAEHWUN,
TaK U C HAMepeHMeM MPUYMHUTL Bped. ITO MOXET OblTb KTO YrogHo.
OCHOBHbIE COBETbI MO 3alLMTe LMGhpPOBOKM penyTauumn:
1. Moayman, npexae 4eM 4To-To NybnmKoBaTb M NepeaasaTh y cebsi B 6nore nnn B
coumnansHon ceTu;
2. B HacTpoikax npodunsa ycTaHOBM OrpaHUYEHNs HAa NPOCMOTP TBOEro Npoduns u
€ro CoAepXXMMoro, caenan ero Tonbko "ans apysen';
3. He pa3meluan 1 He ykasbiBal MHPOPMaLNIO, KOTOpasi MOXET KOro-nmbo
ockopbNsATb UK 0buxaTb.
ABTOpCKOE npaBo
CoBpeMeHHbIE LLKOSIbHUKM - aKTUBHbIE NOSIb30BaTeNM UmMpOBOro NPOCTPaHCTBaA.
OAHako aaneko He BCe 3HAKOT, YTO MOSb30BaHME MHOMMMM BO3MOXHOCTSAMM LMPOBOro
Mupa TpebyeT cobnoaeHns npaB Ha MHTENEKTyanbHY0 CO6CTBEHHOCTb.
TepMuH "nHTeNnnekTyanbHas COBCTBEHHOCTL" OTHOCUTCS K Pa3/iIMyHbIM TBOPEHUSAM
4esIoBEYECKOr0 YMa, HauMHast C HOBbIX M306peTEHNI M 3HaKOB, 0603HAYaOLLIMX
COBCTBEHHOCTb Ha MPOAYKTbI U YCYrK, U 3aKaH4MBas KHUramn, gotorpacumsmu,
KMHO(UIbMaMM 1 My3biKaJlbHbIMU MPOV3BEAEHUSIMMA.
ABTOpCKME npaBa - 3TO NpaBa Ha MHTeNNeKTyabHyl0 COOCTBEHHOCTb Ha Npon3BeaeHUs
HayKK, MTepaTypbl M UCKYCCTBA. ABTOPCKME NMpaBa BbICTYNAlOT B Ka4eCTBE rapaHTum
TOro, YTO UHTENNEKTYanbHbIN/TBOPYECKUIA TPy aBTOpa He 6yaeT HanpacHbIM, AacT eMy
CnpaBeiMBble BO3MOXHOCTK 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, noay4ymTb
M3BECTHOCTb M Npu3HaHue. HMKTo 6e3 paspelueHns aBTopa He MOXET BOCNPOM3BOAUTb
€ro npovsBeaeHne, pacnpocTpaHsTb, Ny6MYHO AEMOHCTPUPOBAThL, NpoaaBaTh,
MMNOPTUPOBATb, NyCKaTb B NpoKaT, Ny6ANYHO NCMONHATb, NOKA3bIBaTb/UCMNONHATL B
acupe unu pasmellaTtb B IHTepHeTe.
Mcnonb3oBaHue "nnpaTckoro” nporpaMMHOro obecneyvyeHmns MoXeT NpUBECTU K MHOMUM
p1UCKaM: OT MOTepM AaHHbIX K TBOMM akKayHTaM A0 6/10KMPOBKM TBOEro YCTPONCTBA,
rae YCTaHOBMEHa HeneranbHas nporpaMma. He ctouT Takke 3abbiBaTb, UTO
CYLLECTBYIOT NlerasibHble M 6ecrnniaTHble NPOrpaMMbl, KOTOPbIE MOXHO HalTK B CETW.
O noptane
CeTeBNYOK.Pd - TBOWN MNaBHbIN COBETYMK B CETU. 3AECh Tbl MOXELLb Y3HATb O
6e30nacHOCTM B CETU MOHSATHBLIM U AOCTYMHbIM S13bIKOM, @ NPWY BO3HUKHOBEHWN
KPUTUYECKOW CUTyauum 06paTUTbCs 3a COBETOM. A TakXXe MPUHATb yYacTue B
KOHKypCax 1 CTaTb CaMbiM LMPPOBbLIM rpaxkaaHWHOM!
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